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* These are not loT devices
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SiemenslAH Default Connection

* Connection Name: SiemenslAH Edit
* Endpoint: cloud.eul.sws.siemens.com

* Credential Name: SiemenslAH.Credential

e Credential Type: OAuth 2.0

OAuth Access token is available but will expire soon at 2024-03-25 15:34:46. Verify the OAuth configuration and
click ‘Get OAuth Token' to request a new token. Get OAuth Token
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ct.

L
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a. 7t 27| 7 MHolM AlEE

b. Siemens IAH AlO|E o

11|
o

e. Site( AIO|E ) E
f. Z o 2} c}

_ Siemens|AH Site Mapping

~ Newrecord

B

Approval group | CAB Approval

> Connectionalias | sn_siemensiahsgc.SiemensIAH

Managed by group

* Site | Example Site 1

Managed by

Site network type  OT

u
8
g

K
3
£

&
v

g

Owned by

Company | ACME Americas

Support group | Help Desk

Location | Atlanta

Supported by

Changegroup | Database Atlanta

Assigned to

EIF I’l E’F- [ submit |
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e. A7t Zeof 2 g AMaist A7 FHCt olE S0 Xt =edS A&st2{™ 00 00 00
=
= T e o = o
) You are editing arecord in ph Connector for Si application (cancel)
Name [[SiemensIAH]SG-Siemens\AHAsset ] Application  Service Graph Connector for Siemens IAH [a
Data source ‘:[S‘\emenslAH] SG-Siemens|AH Asset ‘ O\i @ Run [ Daily VI
Run as ‘:SystemAdministralor ‘ C\i @ Time | Hours | 00 00 ‘00
Conditional
Use connection [ ]
conditon @[$ ) (D [E[S[H][Q]v [+ [F[O][B]%][%]
1 var settings = new SGSiemensIAHSettings();
2 var importStatus = settings.ch tRunning (" 76");
3 if(importStatus && importStatus.importRunning){
4 gs.info("SG-SiemensIAH: An import could not be started because a scheduled import is already running. Reason: "+importSte
: )elsz?swe' = false;
8 }
Concurrent Import [
Running a concurrent import may i i by splitting the data i iple import sets and running the import sets concurrently. Concurrent imports can be
particularly helpful when imports take a long time dt ati order does not matter. Note: A concurrent import does not transform dataina
| predictable order. I order matters,do not run a concurrent import.
Partition Method ‘ Custom size Vi
> Partition Size ‘ 15‘000i
Execute pre-import script [
presmm@- ClE[s]H|Q[v[+][F]@][B][%] %] e ]
gs.info('SG-SiemensIAH: Asset Import For Cunncct)m\ siemensiah started'); R
var jobDuration = new i "sn_siemensiah heduled_job_duration");
3 jobDuration.start();
— new SGSiemens: iSettings().setLastImportTimeTemp("siemensiah");
lo:!':_:‘j‘?:'l-lfll:l‘, 4 IAHSettings().setLastInport p( )
f. OOl EE MEiRLICE.
g. LI =l 2t o ef =tdofl Chsl 10a-10f &HAE gh= gt
h. 2tz =l 2 ot A Forzct
i. TAE ofekE Al A dof U= tE B FAIE MEFHCH
12. R ZESHOHO|EH HE
a. 0ot %l Zhejo| Aol mat 22 E w7tx| Tl AL, EE 28 Al AHskaH oot Kt
7152 g1 X[F AHS MEHFLCE
b. 0}l Steto| AE =P YEES Clolg HE Ftef Hofl Ys PAS MeyphIct
c. 2 ZE CMDB &t H|0|E{ &
= VYV &} Configurationltems | Class v | Search ‘
All > Discovery source = SG-Siemens|AH
[ @ Name Manufacturer Location
Search Search ‘ ‘ Search
6_Al Siemens Atlanta
2_DI_32 Siemens Atlanta
= Al 8xU/I/RTD/TC ST Siemens Atlanta
AERH
d 22 =M 2 ot MM Zofztct
e. AL ESHHO|E HAE & Ao = A2 2 FAE MEHFLCE
13. 54 Kot EEE 7o
ApMst LHE2 AHoh =HEEoo| ciet 12 74 EME =Sty
14. 2|5 A|AH oA
o] Mu|A TJgf= FH4E] E&2 Siemens |IAH APlol| Cist (g 7|Eto 2 gfuct S8 e 8
Siemens IAH 2| & A|AHI0| HAASIEE ALY FHE[0] JASHCH A HES ALEsto] HES
TA gt Siemens IAHO| ¢1Z6l2{™ SEHAIE HESHL 2tE sty AIL.
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15. A HAE

AtMlet &2 Siemens IAH 74 HIAE FME EXRSHYAIL.
Chgoll +=le 2
AZESI= SOt MME (OT) X2 22{H 2% 7|2 t822 2 o|s
744l ) X|HA IAH ) ZE Siemens IAH OT Xf4t,

ot =t Aol st 15 74
RTE(Robust Transformer) ¥ £8 &2 ETLO|| 2|5 HE = 7| &
BE YASE HostE Ut HHSHE Rtitof| £ SMHE 2
A8t Ct EEE g FEstH FIFALSA X £40| ETLS AHS

ol g Ui,

2. sn_siemensiahsgc A B &t Ct. SGSiemenslAHAssetExtension 7| &

3. ot 23 MldolM 7o MdS MElgiL

S22 0|& 25 ) Mu|A Jef= A ) X|HAJAH )

HEH,

X0l Siemens IAH API2| XtAt2
St XpAF 2HEA
sto] £ 2

AJZEE
etz

fH

Lok 5 ) Me|A TJe)=

4. ~52E ZE0|A Javascript ZEE ALR3510] st T HAHS ZESITE T2 MA SFE
AH|o| EghL C}.
CHS OlAlOAM = HHSHEl XAtof| custom_attribute
[ZJ = e RtAssetExtension = - Delete |
[ diti dinthe for Siemens 1AH application (cancel)
Name [SGS'\emenslAHAssetExtensiun Application  Service Graph Connector for Siemens IAH @
APIName sn_siemensiahsgc.SGSiemens|AHAssetExtension Accessible from ‘ This application scope only v‘
Client callable \7\ Active
Descripton This extension Pomcia;/ean point between t from Si and inserting it into the staging table. Here you can modify or add additional
properties
Script ®E]] [ = =
Z process: function(flattenedAsset, apiAsset) { 7]
; //Modify or add addumna\. roperties to the flattenedAsset before relermng flattenedAsset which will be inserted ir
i; . turn flattenedAsset;
j; L type: 'SGSiemensIAHAssetExtension
Protection policy | - None - N
=7h= ), [ Update | Detete |
5. EH|AE 2= E Alsi5t0o] O|0|E{E & olgtu ).
AMist g2 9 ot A3 FHT7EAIE EEsHMAIL.
6. HAE =7 AYEH OS2 O|SELUCH 25 ) A|AHE AEZE ME ) IZE ME HO|E )
AE|0|Z! SG-SiemenslAH X} A,
7. 4l0|E Lol F7Iet AFEAL XY HM0| Z2et=of J=X] =elgh ot
Al2X} XM £M0| Hol| 2™ api data H|O|E{et BH| WSl A =S &gl
8. &olo| 22 =0 ETLE AR50 custom_attribute B12H5t 0 RTE B &tof| ofZ &t ct £ 5B .
a.Cl2e2 ol 74 ) S& o2 ETL.
b. CMDB 0l Z2| 70| M : SG-SiemenslAHOI| M SG-SiemenslAH XAt 7|28 MENEHL|CY,
c. 1.7]2 ME ME X MMM A0 AEZEE MEHsIT 7|2 ME A2 E MHSELCt
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d. MEAZE ME oM ASA X H4d0| FI1aE ME dEZE MEE M-St J=X]
gelghch = o2l 2 A3 5510 M| AZE ME XS B0 27| & MEjgi ot

=1 =]
e YEE MEE ZMsl2{H NI 5 2R 2 EAIS MepiLict

=

T

ETL & 9 £20|2 kAl 0S8 o 2F olAIR7} EAIE 4 YgLict Yuixoz oF
o

EALZA XY $MHE Hetsl D o= 5tei™ ofjolEf o|2] 27| & £H| 2 CMDB Z2{A S
MEASEO] A Cf[O|Ef O E =4S 2= FLCl XIM|SH LHE 2 IntegrationHub ETL& EAME
%F_?E%I.AIA'

Siemens IAH A EH|AE

Siemens |IAH M & HAESIO] H|O|E{7} HHSI |1 Siemens |IAH APIOl| M 2 A= 91 =X|
gholgtct

Fsho|

o]
o

e >
FO oA

Zof|
S}
=

g EIPN

o ol

T2 AKX
1. Siemens |IAH BH| A E OAuth E2Z EH|AE
a.CI22 2 0|8 2F ) AMH|A J2i= HYE ) X[HAJAH ) 8H,

b. 9 74 448 Huct,

—= dJ

c. Configure the Siemens IAH Connection & Credentials =t 22| ConfigureS ME{EtL|C}
d. SiemenslAH o1ZojlAM ME L& HI|E MENELCE
e. OAuth EZ 71 27| & MEigtL|ct OAuth EZ0| d3XHo R HAME
SiemenslAH Default Connection
* Connection Name: SiemenslIAH Edit

* Endpoint: cloud.eut.sws.siemens.com
e (Credential Name: SiemenslAH.Credential
e Credential Type: OAuth 2.0

OAuth Access token is available but will expire soon at 2024-03-25 15:34:46. Verify the OAuth configuration and
click "Get OAuth Token' to reguest a new token. Get OAuth Token

A Y AAM HEof| 27t = 22 OAuth EZ22 A off #ed &ofl 2

HAIX| 7} FA|EHCH 2F HAIXE HESID A} S MM HEE o4c1|o|§ou,|d.
Chg ofFofAE B ES 2 4+ gl HREUSUCL HHES Yoilo|Estn
OAuth £ 2 71X 27| & 22/5}0{ eiZofl tfzt OAuth 28 chAl A3stT ZAfshol
[l ServiceNow - Google Chrome l

25 itssiemensl.service-now.com/oauth_client_credentials_input.do?sysparm_oauth_requestor_context=cauth_2_0_credenti...

OAuth flow failed. Verify the configurations and try again. Error detail:not_found, Tenant 123456 is not found in xc zone.

i

=

2. Siemens IAH ¢1Z& EHAE
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servicenow.

WHE2 o ot 24 7 H7CHAIE

a.CHSOZ OIS BF ) MblA J2hz 7uel ) XHAIAH ) 43,

b 12 74 M2 Aot

c. 917 StolgtLich oz ol REAN ZAtol that XA g
AESHAIR

3. Siemens IAHG|O|E{ oA ZE HAE
a. CIS

b. G|0|&] &AE MEAEILC

c. 2 23 MMM 2070 7|2 EE HIAEES

d. HAE 2= 22 2HCOZ22 O|SEUCH 25 ) AL QJEZE ME ) 2=

A H|0| & SG-SiemenslAH X} At

e. Cll0|E] HollA H|o|E{7} Bost=| 1

O=Z 0|& 25 ) Mu|A 2= AH4E ) X[HA JAH ) HIO|Ef &4,

M e gL c

—

£ A API Hlo|E1§ ¢E1|O|7<' HO|EE2 EEstT

api_data Z =5 ZE5}
QHH M& 749 EU#I% PSS

Siemens IAHE MH|A 2| FHUAlE| A|AH A

He| K= Al A"” £4 S Soll Siemens IAHE AMu|A Oz AUEHL| T s dg = Ao

CHE o 0|S3tof AlAE S 40| ML 4

ol A

ETN\u

IAH ) A|A" £, ohs
Ao

Slemens IAH A|AEI M2 MH|A Tz F{HH

A

AlﬁE-II M

[=]

1

sn_siemensiahsgc.api_page_size

sn_siemensiahsgc.api max_timeout

sn_siemensiahsgc.scope

sn_siemensiahsgc.ignore_types

sn_siemensiahsgc.append_mac_to_name

APIOIIM A A= A=X] Zel Lot

o *Al API HIOIHE E'—IEP AIﬁE' =dof chet XME HE2 9
gI.AIAI_I_.

Lot 25 ) ME[A Jef= FdE ) XA

HOIME ME|A (= FHHEE O] AT 5 U AILH Hdof chsh

nx
08

APl 0| X| Z27|Lct, =t REST E&0iA
=]

Fal=l =|cl & 4=2luc},

—i— =

APl =|Clf A|ZF HM|gtlLCl. Siemens |AHO]|
REST =& & uf &= 7|ct2l= =[CH
AlZhlu

7| 2%+t: 30000

atg Heeluch &8 gt onboarded_assets,

unknown_assets, ignored_assets.

=0 2 Alg Siemens IAH XpAF EE= Fx|
19| 2| E 2 FEZ &L},

Yes(of) £ MEd5tH MAC =471 @ {MAC
Address} @Aloz o|20| FIIE L CE oL 2E
AMENSIE 0| 20| MAC ##}2 MEELC},

ol
=
o

T

sn_siemensiahsgc.load_raw_api_item_into_staging® A| APl H|0|E{E AE|0|Z! EHO|E2

© 2025 ServiceNow, Inc. All rights reserved.
ServiceNow, ServiceNow 211, Now % 7|E} Serv|ceNo

w
7|EF B|AL & MZF ol 52 w0 U MY slAte 4EY 5 UAFHCH

HEAl= ol= Y/E= 718 7ol A ServiceNow, Inc. 2] &

2 E3tC} o2 MENSH Zt siof CHEH SUA|
API H|0|E{ 7} 2 =4 & Ho|E{et &
2H0|d Ho|=of 22&E Lt

I Y/ EE S5 4EYUC

129



servicenow.

Slemens IAH A| A E S M2 MH|A 2= F{4|E

BN

1

% e
0| 7|l s2 Y ZES O|0|E{E ServiceNow
Siemens IAH APIAIM AtEE 4= *U= H|O|E{ 2}
Hlwste{n & uf RS&ct

ol

sn_siemensiahsgc.logging. verbosity z T

2% Zdn, ¥ d oy S
C}.

M

Hu
I
orr

ol A
AMH

Siemens IAHZ MH|A T2 = {4l 2X| s &

o] MANS

Zt=3510{ Siemens IAH& MU|A = HYEE M5t Als e of M= ZHE
HEE = UAE

ct.
o1z 2
S82 MHY of URL % 7| oI5 X2 ZYS 748 ¥ 22 BAEstE Sy} gt
=€ 20| gut=| Pzl 27 glo] dBTel ol HASI) AU, o Fol 2xp}
LAEE AP AP M| DehE el of M F AR, 2F 2= W SE 222 AT
12 OlnIAIL MEd el e EAES) s Heg wol Bl
gieer‘"/‘i::s(ISALDhConnections @ ﬁDele(e
85 X
* Name ‘SiemenslAH ‘ Application  Service Graph Connector for Siemens IAH
* Connection Alias | sn_siemensiahsgc.SiemensIAH Q‘@ Message Successfully queried Asset from the Siemens

IAH API
Active

Status Success Suggestion

Status Code 200

ORHIR= HTTP LA S &olsll 222 05510 APIof|A] gHet=l AlEj 2

UELICH BF ) AAH 27 ) O|RHI2EHTTP A, 52 Fof 4 oj7y
MA st o X|&st URL EAE 0|20| EA|Z|ojof &L|C} 0] 7|28 o] o1&
ME MEE &2 = JAFUHC) ohS 0|o|X|= ofRHI2= HTTP & 7|E29| o &

— Outbound HTTP Log
= Created 2023-11-1506:43:40

M In
>
i i

E

i
-
<

HTTPmethod POST Response status 200
Created 2023-11-1506:43:40 Response time (ms) 118

URL /i ut

Loglevel | Source | Request | Response

alues are logged. values are logged only if the log level is Elevated or All. More info

Loglevel Al

H2o{Eu o

JEHoz 20 452 Basic 28 MIE[0] Y20z SEH BB IYAE BR2S £
g&LIch J2iL SE A TolME BRI RooIX ¥ & YFLICH oS
Zeof 4012 2o @FS LEtLUCE 0] 2HIS 25w 9iZe 2T 9
Det Zato|otE et5vt SHHEX| Sholstict. o7 7|2 HEO| T3t RHAE L
TASEAIE AEBHIAIR

%7} Zlgto] WRE FP 2
(@]

cho| = 2O TES MELsto] Al S42 Sof AAMet SEE
M3g = AFHLCH oS E 0| S5t ALE 7tstt 2= A|lAR SME HEE &
UFHLCH 25 ) AA- £d ) 2E £, o § S0 glide.outbound_http_log.override
AlAEH £ME True 2 H.j?:.* 51 glide.outbound_http_log.override.level A| A&
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42 MEe (ol al)22 Ho|o|EgLct. ohZ o|o[X|= HEE S48
= ¥V & SystemProperties Updated ~ | Search 4 @ | Actionsonselected rows..
All > Name contains glide.outbound_http_log.override
Q. Name Value Type Application Description Updated v
*glide.outbound_http_log. ride Search Search Search Search Search Search
true true | false Global 2023-10-12 10:14:49
all string Global 2023-10-1210:13:48
2o{ELct
=
T
HMetEl AlZh Setat of 2t E st EHMIE sHZ =M otA| i siof gfLch.
g% 272 AHol 2ol it XA AHAES MEsP| Yol REol Chst FI} MR He s
HBg 4 &ch 0|2 S0f of3 ofRBI2= HTTP 20l SE Alef=400 0|1 SE 22 2
B E7} B|0f ASS HHEHL(CE
E‘ = Gemdson 11k 0saz21 =
HTTPmethod POST Response status 400
Created 2023-11-1506:43:21 Response time (ms) 109
URL  https://iahpprod.eut
LogLevel | Source | Request | Response
Response length 83
Response headers
Response body {"error":"invalid_request'verror_description":"Missing request parameter=tenant."}
Flow DesigneroilM €1Z 2 0|Sst & HHAE ZEE oA 2 SHIZ2 oz il$HM o] 2HME
HEE = AFLCE oM A2 IAEZF A FCI2AM 2ol CHet XiMet LHE2 2| 5 off 28

THEAE A ESAIL

[m]

Apet @ st e = H|o|H 52 2|

Apetel Hoistol| X7t 2
Blo|=olM EHetE HolHE
stolst 2= Q&)

XtMet L2 Siemens IAH 724 HIAE 2ME &=

2} Qlst 1l api data®t H|1wst0f H[O[E{7} APIOA{ X

=]

AL APIoI[ A E[O|E{7} S2tE 29 BHAE 228 AlS T AH0[FE

IS = A=X

SHYAIR

—
(OT) &z Zelia Mx| 29 7|+ Y ALSA g &tes ZEtstod %%?J DE MY AAS 2R
= Ot &2 s8sto] EFMe| 7|2 o|o|E 2t 2AE ServiceNow™ 2% 7|= M FfH
=ho =5
1. 7|& H|O|E{ 2 Excel AZ | EAE 28 7|= 0| HEEJ} 43 + JULF Excel
Z x| 2L cMicrosoft. AT EAES I\/Ilcrosoft SHE Hof 7| &

2. Excel AZ | EAIEE 7}

3. for 29 7= & AU OO AT 2],

Clo|e{ & BHX| &L Ct.

Oo:]
T o

== 71&E

ICS(Ate] MO A|AE]) HEY
Purdue &=

dlE{=2}o|=2| OT &Ex|of CH

HESHAHL & 5+ AFLICHL

ZollM (OT) x| 24 2
ot ApMEE HE

7|& Hlo|&{E of 74 2tz
Hio|Ef#|o| A (CMDB) I 2 = ¢

FLC},

EREET
of 7|2

Updated by

jessicahanrahan

jessicahanrahan
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Mu|A TJei= HYE 2 7|= (Excel)

Mu|A ez HUE{(Excel) 7|52 AF235IH xH 2 &l Microsoft Excel Zai el Az = A|E0||AM
7|1& 29 7| dlo|HE 7t e = i’A'QLIEL ETL(FZ ¢t 2E) E8t & A O| & ALE35H0{ 0]
Ho|E{E 7+A zt2| Hjo]E{s|o]A (CMDB).

ol

QT E ZTZMAE MaFIE{H MA Excel AﬁE{IEAIE% Microsoft 7|& 2% 7|= HI0|HZE
&2l of gtict ETLES Al=35t0d Excel *“Eﬂ':AI £ Microsoft QI ZEstH ETLFA 12|
Hlole{H|o|A (CMDB)ol| E& sl 2HIE ClI(++4 %*%) HIZE7F WA ELCH XHAMS L2
OT(2Y 7|&) =X 2~ Ea E‘.’Fﬁﬂﬂ
2 e
£ slEm
ES s EETL®R

Excel= Microsoft AMH|A 2= F{4|E{ M
x| 2| Zl Microsoft Excel Zei o} AZHEA|IENA 7|&E 2 7|& HO|EHE YZESFITE Excel2
Microsoft MH|A T2z FHUlE{E FAEHC},

Excel2 Microsoft M| A 2= F{4lE] QL MA
Microsoft MH|A TJaf= HUE & A&},

mo

AtEstl Aol mep RS 2EE 350 ExcelE

CIELE 0|5 25 ) M At SZhe|A ) ehf 3, of 2 ¢t 482 €1 RS 2=t

— — = o B = | =}
Ot AX AlZol Cist XMEH LIS ot AXS@ EZSIAIL.
KEod 2
o O = | b T |
NN Aslg StEksto] ZH AFZATE AR E = U
A S Mot
oA ojm HE Microsoft Excel-‘a 4l g 01| AP L

%.*EIIOIEE.“—UZL

= .
ESp

o A2 J71sst 2effA o2 g AEsiz{H OT
MH|A T2l = HdlE{of| cHEt Ee2iA oj=z
HZzl go]E0| L& = Industrial Core
Zz{aelg Mx|sljof gLt Industrial
Core Z2{¢lof| CHst XtAM[st LHE2
ChE EME Z=xsh AR List of plugins

(Yokohama) & .
AHO|A Hlo|E 7+A
N Clel DR 0SS A¥sts ol ofe 227}
TH=Ex AHstzE PYpich

AlAH Mo st XtASH LHE2 cfts 2ME
ZZ=SHM AL SG-OT ZHx| Excel I ZE X2|of
AStS Z= A|AE| &M

Hiole ZH|
7|& Hlo|EHE SHIE A

|
2 ZPEAEE 2HE1 FH|H O
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@ Insert new records or update existing records using an Excel template file. Click Upload to preview the data to be imported. More Info
< Import external data into SG OT Excel Staging

Do you want to insert or update data 7 (@) Insert
Update

Do you want to create an Excel template to enter data ?

Step 1: Create an Excel template file to enter data
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“ Create Excel template ]|

Step 2! Upload the template file

Excel template file | Choose file | No file chosen
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Rollback Options X

Would you like retain these changes in the CMDB or rollback data to

its previous state?
Retain Data Perform Rollback
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SGOTAssetImportExcelConstants.importSetColumnsVsStagingColumnsMap Z4&| LH2| A ETL
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560TAssetImportExcelConstants.importSetColumnsVsStagingColumnsMap = {
// unigue id used to uniquely identify the asset
"id": "eorrelation_id",
// Name of the asset
"mame": "transformed_name",
// OperatingSystem of the asset
f/Moperating_system™: "os_version",
// type of the asset.
"type": "type",
// Lf the asset has control module
"has_module": "has_module",
// id of the asset to which a control module belongs to (this is used in control module type asset).
"control_module_parent_correlation_id": "control_module_parent_correlation_id",
"ot_display_name": "display_name",
“"serial_number”: “serial_number",
"firmware_version": "firmware_version",
“o5_wversion": "as_version",
"operating_system": "os",
"assigned_to": “assigned_to",
"manufacturer": "manufacturer",
"model_number": "model_number",
"serial_number_type": "serial_number_type",
"purdue_level™: "purdue_level™,
"asset_criticality®: "asset_criticality",
"short_description”: "short_description”,
"yendor': “wendor",
"equipment_model_entity_path": "eguipment_model_entity_path",
"first_discovered": "first_discovered",
"hardware_version": "hardware_version”,
"status": "status",
"backplane_name": “backplane_name",
"backplane_id": "backplane_id",
“slot_number”: “slot_number®,
"rack_number": “rack_number",
“module_type”: "module_type",
"device_type": "io_field_device_type",
"support_group™: "support_group”,
“gite": "site",
"ip_address™: {
“ip“: “ip_address_" + SGOTAssetImportExcelConstants.STAGING.NESTED_COLUMN_DELIMITER

}l
"mac_address”: {
"mac": "mac_address_" + SG0TAssetImportExcellonstants.STAGING.NESTED_COLUMN_DELIMITER

=y z1l74 V4

},

"memary": {
"memory_card_serial”: "memory_card_serial_ " + SGO0TAssetImportExcelConstants.STAGING.NESTED_COLUMN_DELIMITER,
“memory_size": “"memory_size " + SGOTAssetImportExcelConstants.STAGING.MESTED_COLUMM_DELIMITER,
"memory_type": "memory_type_" + 5G0TAssetImportExcelConstants.STAGING.NESTED_COLUMM_DELIMITER

}l

"software_installed”: {
"name”: "software_installed_" + 560TAssetImportExcelConstants.STAGING.NESTED_COLUMN_DELIMITER,
“wersion": "software_wversion_ " + SGOTAssetImportExcelConstants.STAGING.NESTED_COLUMN_DELIMITER,
“install_date”: "software_install_date_" + SG0TAssetImportExcelConstants.STAGING.NESTED_COLUMN_DELIMITER
N
/¢ Do not change this. Key should match value of S5G0TAssetImportExcelCeonstants.CUSTOM_FIELDS_COL_NAME_IN_IMPORT_SET
“custom_fields": {
"customfield”: “customfield ™ + 560TAssetImportExcelConstants.STAGING.NESTED_COLUMN_DELIMITER
}

7. UH0|EE MENSI0| HE LS NMAE e
8.CISCZ 0l 25 ) 74 ) E
9. CMDB 0| Z2|#|0|M: SG-OT Excel & ZE ETLS MEAGIL|C}.

10. Invalid Mapping Data Detected (22 =l oi= of|o|&{ EtX|) HO|X|7} EA|=™ &7 ( Close) S
MEABHL C
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£ | SG-OT Asset Excel Import

ETL Transform Map Assistant
Use this guided walkthrough to create and manage ETL Transform Map for integrating third-party data into CMDB,

1. Specify Basic Details
Provide basic information for the ETL Transform Map.

Tasks
+ Import Source Data and Provide Basic Details
12. ME U EE ME ZEO|M M YEE HE RS Boj27|S Meiptct,

Specify Basic Details
€« Provide Basic Information for the ETL Transform Map Save

Unsaved Changes

Provide the template with some basic properties, and select a data source to map to CMDB.

CMDB Application ® SG-OT Excel Import v
Name @ $G-OT Asset Excel Import
Description ETL to import assets from Excel
Data Source SG-OT Excel Import v
| Sample Import Set @ Auto-pull a new import set v
13. M &S MEHBIL|C}
= =
S

e gL
712 eI 45X 2 MEE ezt EAIE L
L

15. ETL &g f =< 0| Hlo|X|o| ofEe &~ Hjo|H | MMoflA Ho|H o|2] 27| X EH|E

[

AMENEHL|C],

Favorites  History ~ Workspaces = IntegrationHub ETL % Q Search

Prepare Source Data for Mapping

Preview and Prepare Data

Nested Data Structure The table below displays raw source data. Click a colume's action menu { = ) for specific data transformation options. You can alse set columns to be ignared in mapping.
Tree Gollection New Transform Showdata structure
object
@ = status_value = supporigroup = supportgroupsysid = type = umycustom_field | = vendor = vendor_cleansed = vender_name_cleansed =
[r— vl Ve JReRS———— Orinal e Ortphal vtue [P - " Prep—
» (objecti1] )
g 1 ple. My Custom value fendor £ 4836417453281110554addeef(7b127b[[Vendor £ Vendor E 4836

Ho| EAIZX| et 11-14CHH|1 5 ghg gt
16. 222 FAE MEFLCL

17. ETL B3 o =<o| 50| x| 2] CMDBo| ti|o]|Ef ofZ L ZA| F7} MMoflM CMDB 22142
MESIO| AA H|O|E| £ of=E gt

18. 22 Ty Sefa o S 4ol ofE ok,

& 50 "o|d” HE+= ot=20f cnudb_ci _har dwar e Z2iA0f A&t o] =7}t ojE
=ofl= oiiek 2ol et ZH| Ho|E2] "M™H” H gto]| H|0of UX| 2™ st==I0] ste Sa2iAg|
"My e AMo|EE Ut EXfSHX] b= M| 2HE = 5t=9|0] cndb_ci _har dwar e
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a. st=<l0] 1 Zaf2o 2= ojEd S FItetot

b. Hardware 1 ZziA 2| Z-<% Edit Mapping (0=

Basic C

D

Map Data to CMDB and Add Relationships
Select CMDB Classes to Map Source Data

Set target class to map your source data. il for

Add Class Add Conditional Class

Hardware 1
«cmdb_ci_hardware

19. EAIS= S48 £} ofat Axto| S

, add a conditi

H

igal

Add Attribute

Attribute

Comments

EditClass

O\ comment

Comments

Mark as Complete

Edit Mapping

20. M& = dEig o

"Comments”2t= A ZHEJ} ZA|ELCH 2HEE 25

< Map to Hardware 1
Last Saved: 2021-10-28 13:29:49

Map to CMDB

Transform Data

l’l:l

Required attributes for this class are shown by default. Start mapping by dragging source data columns or transformed data columns to their CMDB class attributes

Mapping to Hardware 1 (cmdb_ci_hardware)

Source Column  object>model_number_id_cleansed X (_o’,
W Support group

Source Column  object>support_group_sys_id X [CF
¥ Manufacturer

Source Column | object: f: r_sys_id_cll d X [CF
'V First discovered

Source Column  object~first_discovered_date_time_format X [CF
¥ Class

Source Column | object>asset_cmdb_class_sys_name X [C]
¥ Comments

Source Column [

© 2025 ServiceNow, Inc. All
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ntegrationHub ETL ¢

Mapto Hardware 1

View Class Details |

Lok S 20220707 121654 ‘ @ Successfully saved this mapping. x
Map to CMDB  Transform Data
Required attributes for this cl y default. Start mapping by i l ‘ta their CMDB class attributes
Add Attribute
Mapping to Hardware 1 (cmdb_ci_hardware)
From collection: object Data

source Cotumn (AT ®| SN0

QT Er—
L serial_number_type system
PSRN object--support_group_sys_id * [yl @ serial_number_type_cleansed system

* Supportgroup

® serial_number_valid true

¥ Manufacturer

Source Column (A prm— @;] short_description PLC with all the va...

Hyd Site

* Firstdiscovered 01 site_sys id_computed
[ 1ot rumber ]
|
installed
1
v Class @

LRI object-~first discovered_date time format *

a Py 2022-07-07 06:4...

- support_group
Source Column (e ey — [gl

@ suppart_group_sys_id

ple
¥ Comments o

NS cbject-u_my_custom_field ® |

My Custom value

Vendor £
A Aolo|2( # L )S MEiSto] Hlo|E o HEE MEE = &L ch
& Hofl = H|o|&f &efol e = of AFLIC
Map to Hardware 1
Last Saved: 2022-07-07 12:14:54
Map to CMDB  Transform Data
Required attributes for this class are shown by default. Start mapping by dragging source data columns or transformed data columns to their CMDB class attributes \J
Add Attribute
i d b_ci_hard
:dm;pgllzf‘aﬂ;:ﬂware 1 {cmdb_ci_hardware) | \I
- “ ==
—— . I8
- | o)
_| Ll
* Manufacturer m
s e o
¥ First discovered ]
Source Column (T T L I —— fg-]
= Class m
S o
¥ Comments w
—— o
22. CMDB 2z A 2 C}A| 0|=5l0{ M C|o|E{2] A Cf|o]E{E CMDBo|| ofE st ETL H& @ =<0
HO|X[ol| A 2HA| F7} M4 S =gt o
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< Map fo Hardware 1
Last Saved: 2021-10-28 13:40:03

Map to CMDB  Transform Data

Required attributes for this class are shown by default. Start mapping by dragging source data columns or transformed data columns to their CMDB class attributes

Add Attribute

Mapping to Hardware 1 (cmdb_ci_hardware)

W Source Native Key @

Source Column  object=id X [C]
¥ Source Recency Timestamp (3
Source Column [C]
¥ Name i
1]

Source Column ' object=name X

23. A2 2 FA|E MENEL|CE

24. o} Z Aol et A 2= ofd g 2ol

| -
a. ETL 3 2 =<0/9| ZH0|X|2 0| S gt

b. 2tLf Ao ME S8 Z
=g o

£ SG-OT Asset Excel Import

Delete

ETL Transform Map Assistant

Use this guided walkthrough to create and manage ETL Transform Map for integrating third-party data into CMDB.

2. Prepare Source Data for Mapping
Preview the third-party source data, and prepare it for mapping to CMDB classes and attributes.

Tasks
+ Preview and Prepare Data

3. Map Data to CMDB and Add Relationships
Choose target classes in the CMDE to map source data to, and add any relationships amongst these classes.
Tasks

+/ Select CMDB Classes to Map Source Data

+ Add Relationships

4. Preview Sample Integration Results and Schedule Import
1z Run your ETL Transform Map, make any necessary adjustments and perform rollback if needed.

|~/ Test and Rollback Integration Results

Set Import Schedule

c. SBAYS MEgict
d A%¥o| MBHoR A EH MY 22 MBE Clo| M W=} Fu| & o] 2of4
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Preview Sample Integration Results and Schedule Import
Test and Rollback Integration Results

= IntegrationHub ETL

Mark as Complete

View results for sample integration test using the SG-OT Asset Excel Import ETL
Classes mapped from this Records updated from this integration Partial from this
ntegration run run Integrationrun integration run
IPAddress  Network Adapter  OT Asset  PLC Error Log Activity Log
Imitmppmg

PLC

L3
CanPrint  Category  ChangeGroup  Checkedin  Checkedout  Comments

nScore  AttestationStatus  Attested  AttestedBy  Antested Date  Attributes

Not Yet Reviewed  false

x| ERE et AASA XY T F0¢
s

&, os_version

AERHE 2EE S shEE TR0
TSI Zdststs 49 72 7T

1. OH22 2 0|F 25 ) A[AH =t EH

2.sn_ot sm sgc. SGOTAsset | npor t Ext ensi onPoi nt O{7{ &%=

3. 7E MM el 238 Mesic)

4. 3% 780l 0|52 A c
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false: My Customvalue

= IntegrationHub ETL

Rollzack Options

Would you like retain these changes in the CMDB or rallback
data tats previous state?

Lct 7
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5. A3 2 E HEoM o2 F &7t U SehA AT MeA™ U= = elghot
Zop7} eHetE| A =X 2 2l5HAA| 2. getAssetCMDBSysClassNameWithOtEntityTypeSysid
M2 dYof FE FAs mEUCH 20 24 A2 HYstH X E Al =
=TE M| ML ct AR (cmdb ZeiA 0| &) :: ot AEHE| & A|A- ID)0{ot E'—IEP
Ep ey

Ol HIMEE F&sto] X7} &5t
AlA”E ZeliA ol &t "2
. HZA= OT odEE| RS wHa
getAssetCMDBSysClassNameWithOtEntity TypeSysld (/ CMDB sys id
*string™/ type, /*string™/ osVersion, /*string*/ -
firmwareVersion) HEg|x| ot Ax|

CMDB MEE 23 A Aol wet

A AHE ZaA 0|2S BhastL

a2 ==

getComputerType ((/*&Xt&*/ 24 | H|)

chgoll et xe]
B 22 78 Yol 7|2 ALY SEE 7HS dof 8|2 Asig )

Al&tst2| ol
sn_otsm_sgc2| 7|2 A|AHQL|CI . SGOTAssetCustomValidationExtensionPoint 2 XX 2 7|2
sn_otsm_sgc A2 &L Cl. SGOTExcelStagingAssetValidationProcessor 7151 A3 & EQlL|C},

Excel(29 7128 Mu|A 2= Hule]) HlolM sHaEo| cist 78S MMslof ALSX XK
solg 2718 + Uaich

st A5t cmdb_inst_admin, admin

Z2AIX
= = A| AHI S XX A 2| E StX
1.OI22 2 0|F 25 ) A[AHR = EE ) AF2EE =HEA.
2. sn_otsm_sgc M Ei &L C}, SGOTAssetCustomValidationExtensionPoint2! L-|C|.
S AHAl 1 = = EHSH
3. 78 MY 2tH 235 MEfEHCh
=2 X Elo|l2 =y|&F &~ ol= A gal iL S AH A =]
AFEAL XY &els Fote & A 23 E Zeto| MM E Lot
=2 X Shole =715 m} o Flo o=
4. MEX X E Eelg Fotste ™ ok =l AL E
A 5 c > € 3 s W )
Custom
Validation
1 Implementation has diferent Name.
o Invalid Valid Partially Valid Invalid Valid Partally Valid Invalid state (Typo)
P'\n/:l:;:;:lu" (Override - False) (Override - False) (Override - False)  (Override -True)  (Override - True) (Override - True) No Implemetation created ~(Override - True) (Override - True)
* (en_otsm_sgonable.cmdbveldations -Twe)  Partially valid  Partially valid_ Partially Valid _Invalid Valid Partially Valid Partially Valid ~ Same as Custom validation state  Same as Default state
lid
" (on_otsm_sge.onabl cme valdaions - Toe) Vi Valid Valid Invalid Valid Partially valid Valid Same as Custom validation state ~ Same as Default state
Invalid
| sn_otsm._sgo.enabl.cmdb valdatons -Tue)  invalid invalid invalid invalid |Invalid invalid Invalid Invalid Same as Default state
| Partially Valid
i (o om_sgsanale s veldalons-Fase)  Partially valid  Partally vali Partally Vald  Invaiid Valid Partially Valid Partially Valid ~ Same as Custom validation state ~ Same as Default state
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1 [ short Code Entity Name Location Assigned to support Group Process criticality company |Template

the site in Atlanta
Atianta Plant Support where we make cars |1 - most critical Demo Car Corp 15A 95 Default Template
the building with the
number 64 on the

ATL ATL Atlanta Site Altlanta Car Facility fred o

3

ATL-B64 |B64 Building 64 Altlanta Building 64 fred. m_|Atlanta Plant Support side 1 - most critical Demo Car Corp ISA 95 Default Template
similar to building 64
except with a 42 on
ATL-B42 B42 Building 42 Altlanta Building 42 fred. m_|Atlanta Plant Support. the side 2 - somewhat critical Demo Car Corp ISA 95 Default Template
model S needs to be
assembled
ATL-B64-MASS MASS Model M Altlanta Building MASS fred. m_|Atlanta Plant Support somewhere 1 - most critical Demo Car Corp ISA 95 Default Template
a place for the Q.
model to get
ATL-B64-QASS QASS Model Q Altlanta Building QASS fred |Atlanta Plant Support assembled 1 - most critical Demo Car Corp ISA 95 Default Template
Model S also needs a
ATL-B64-MPROD MPROD Model MPROD Altlanta Building MPROD fred. m_|Atlanta Plant Support. roduction line. 1 - most critical Demo Car Corp [ISA 95 Default Template
Model Q production
ATL-B64-QPROD [QPROD Model QPROD Altlanta Building QPROD fred. om_|Atlanta Plant Support line 1 - most critical Demo Car Corp ISA 95 Default Template
storage for the
ATL-B42-MQSTOR MQSTOR Model M and Q Altlanta Building MQSTOR | fred. |Atlanta Plant Support models we built 2 - somewhat critical Demo Car Corp ISA 95 Default Template
Q prod assembly cell
pUQ ATL-B64-QPROD-C1 C1 Cell 1 Altlanta Building C1 fred. m_|Atlanta Plant Support 1 1 - most critical Demo Car Corp ISA 95 Default Template
Q prod assembly cell
j8 Y ATL-B64-QPROD-C2 C2 Cell 2 Altlanta Building C2 fred. om_|Atlanta Plant Support 2 1 - most critical Demo Car Corp ISA 95 Default Template
storage zone for MQ
fPR ATL-B42-MQSTOR-Z1 z1 Zone 1 Altlanta Building Z1 fred |Atlanta Plant Support for transfer 2 - somewhat critical Demo Car Corp ISA 95 Default Template
storage zone for MQ
FEY ATL-B42-MQSTOR-Z6 z6 Zone 2 Altlanta Building Z6 fred |Atlanta Plant Support to just store the stuff |2 - somewhat critical Demo Car Corp ISA 95 Default Template
the site in California
14 (9|8 CTL. California Site California Car Facility fred. om_|California Plant Support where we make cars |1 - most critical Demo Car Corp ISA 95 Default Template
the building with the
number 64 on the
15 fo] 7] C64 Building 64 California Building 64 fred om _|California Plant Support side 1 - most critical Demo Car Corp. |15A 95 Default Template
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o
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il

il
I
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Y st & Xjol| A mpd MENS MEigtu ot

c. IFE Microsoft Excel AZB|EAEE MEISID HE Ol Chst AKX E S&L ).
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ZEJ|IES ZE HoI=22 ZEFHC 20
2LF Q0| REEE= EF 45 2= A= A

Progress
Mame
State
Completion code

Message

Mext steps...

ImportProcessor

Complete

Success

Processed: 25, inserts 0, updates O, errors O, empty and ignered 25, ignored errors O (0:00:00.087)

Import sets  Goto the import sets for this data load

Loaded data  Gotothe newly imparted data inside the staging table: sg_isa_entity_import

Run Robust Transform  Transform a loaded import set using a robust transform
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Progress
Name Transforming: ISET0O010001
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Completioncode Success

Message Transformation complete

Next steps...

ISETO010001 Go tothe import sets for this data load
Transform history  Show the transform history, related errors and log

Importlog  View the import log
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Claroty CTD Vulnerability Closure Integration false Claroty CTD Vulnerability Integration 2023-06-09 09:52:27 Claroty CTD
Claroty CTD Vulnerability Detection Integration - Delta Import false Claroty CTD Vulnerability Integration 2023-06-22 10:23:09 Claroty CTD
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Manual Ingestion Excel Integration true Vulnerability Integration 2022-05-2401:02:35 Manual Ingestion
Manual Ingestion JSON Integration true Vulnerability Integration 2022-05-2221:07:45 Manual Ingestion
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Microsoft Defender for loT Integration Properties

Integration Configurations

The following system properties are used to configure the Microsoft Defender for loT integration.

Sensor APl resource path. Default value is "/external/v3/integration/sensors". (@]

fexternal/v3/integration/sensors

Device APl resource path. Default value is "fexternal/v3/integration/devices". @

fexternal/v3/integration/devices

Connection API resource path. Default value is "/external /v3/integration/connections”. @

Jexternal/v3/integration/connections

(Optional) Override Connection Alias record sys_id used to connect the integration. Default value is empty. @

The number of device records to fetch in a paginated REST call to the Microsoft Defender for loT Management Console. Default value is 50. &)

50 =

The number of connection records to fetch in a paginated REST call to the Microsoft Defender for loT Management Console. Default value is 50. (3

50 e

Get all devices. If not checked, then only devices created or updated since the last successful import will be imported. Default is No. @
Yes | No

Get all connections. If not checked, then only connections created or updated since the last successful impert will be imperted. Default is No. @
Yes | No

(Optienal) Sys id of OT VR Integration (Scheduled Job) to execute after SG-OT Microseft D4loT Connections Import. [©]

© 2025 ServiceNow, Inc. All rights reserved.
ServiceNow, ServiceNow 211, Now % 7|E} ServiceNo
7|Et 3|AL ! HMIZE O] 52 0| UL Y slAte] SEY

w EAlE 02 Y/EE 7]EF F 710l M ServiceNow, Inc.2| AE ¥/Ee S5 Axeduch
& A&

=T o

283



servicenow.

=]

= g o= o

S EX| RS B #4510 2% B UA SHOIM Ao 2= R ek FAED # ot
EXE ANSLE LUt

o
4
>
l
02
H

|ofet = (VIT)E ez st Eo=

O oo
ol

_O,L

g

0

[>

m

[>
—l_o-_|_
for

1z

<

_|

a

|H
Hu
=
Rl

SA 7Y RS B Yajo| EAEUCH
Lo W8S iEtict
3 RAEX XS B |E oY HP S2o|M Opx|toR W E
Ol B2 ATHLIOIA EHAIS ChA| B2 718 22 ot x5

9| F|otM HEv22.05E
auto-close rules@ ZA

i
bl
kA
_O,L
>
>

4. 2 =2 dststeid g gelzts dEigu ot
5. 0iX[gfoz wAE EX| (Y &) 2= 224 = =l &

JlEgke 0eluict, Aol thet o4 gke Y=E 4
—
-

6. 841: X|oE VIT i 8l X[t ZE Fol VIToll ofZel 2ax
CHEH Al A EEX| R A| Zolahg Mehgct
ol SM2 bl M2 Fol XE VIT £ x| dE
2= gx|7} SZE U x|l VIT £ of2]st &x|of sigksts
wet AEo ZAEUC 2ol =alof tha M e

stale detections in Vulnerability Response@ .

7.84: SZE Vol CHet FA EIX| RA| Bolzte] Mejg F2ptch,
0

[ | H
JlExoz of selzhe of AT VITol thet M2 2 Shx|7} A

A= MEE O AL 2 =2lof tiE AMe HE2S o 2ME &

stale detections in Vulnerability Response

8. QiH[0|EE MEiEL T

© 2025 ServiceNow, Inc. All rights reserved.
ServiceNow, ServiceNow 211, Now % 7|E} ServiceNo
[e]]

EAl= 0|5 Y/EE= 7|EF 7oA ServiceNow, Inc.2f &3 2/
7|Et AL X HE ol §2 B0 U= sHE slAte] H4EY %

w
& UFLHch

_7'r<_
H2 03 7Hel FIHVITE 2E &Ei2 AMa|gtuct o|2{&t VITE 52
X F kM T& Now Platform =7+ &20{ &4t

oy
1=
2
:'F:
ro
[0 4
d
mo
e
o
-
0x
ot
4>
0
il)
r
ul
A

fitn
OpA

o3l LS Fh5 40| Eoo

SHx| 8 Megtic
2HE Mgt

2 OT 2740l HE=X| ebsrch

Mgt L& 2 Create

efE 2efE BXle| 7|2t o = Ao

0| Z+2 oflA Microsoft
Hct 90 ¥ opx|ete 2 YA E

=X FAlIStE{H X[AE Vo

Sl VIToll oiE & 7| &2t dR|st=

HE A VITE 2 =20

Che EME & =35HA|2 Closing

ststH X|AE VIT EE= XodE AE S VITol| g == 7|&0 AR5t 2

ZE VIT7} chA| el x|
5t AI2 Closing

P

= S MEedc

284


https://www.webstg.servicenow.com/docs/access?context=create-auto-close-rules&version=yokohama&pubname=yokohama-security-management&ft:locale=en-US
https://www.webstg.servicenow.com/docs/access?context=create-auto-close-rules&version=yokohama&pubname=yokohama-security-management&ft:locale=en-US
https://www.webstg.servicenow.com/docs/access?context=create-auto-close-rules&version=yokohama&pubname=yokohama-security-management&ft:locale=en-US
https://www.webstg.servicenow.com/docs/access?context=create-auto-close-rules&version=yokohama&pubname=yokohama-security-management&ft:locale=en-US
https://www.webstg.servicenow.com/docs/access?context=vr-setup-autoclose-detections&version=yokohama&pubname=yokohama-security-management&ft:locale=en-US
https://www.webstg.servicenow.com/docs/access?context=vr-setup-autoclose-detections&version=yokohama&pubname=yokohama-security-management&ft:locale=en-US
https://www.webstg.servicenow.com/docs/access?context=vr-setup-autoclose-detections&version=yokohama&pubname=yokohama-security-management&ft:locale=en-US
https://www.webstg.servicenow.com/docs/access?context=vr-setup-autoclose-detections&version=yokohama&pubname=yokohama-security-management&ft:locale=en-US
https://www.webstg.servicenow.com/docs/access?context=vr-setup-autoclose-detections&version=yokohama&pubname=yokohama-security-management&ft:locale=en-US
https://www.webstg.servicenow.com/docs/access?context=vr-setup-autoclose-detections&version=yokohama&pubname=yokohama-security-management&ft:locale=en-US
https://www.webstg.servicenow.com/docs/access?context=vr-setup-autoclose-detections&version=yokohama&pubname=yokohama-security-management&ft:locale=en-US
https://www.webstg.servicenow.com/docs/access?context=vr-setup-autoclose-detections&version=yokohama&pubname=yokohama-security-management&ft:locale=en-US

servicenow.

Aut o-Cl ose Stal e Detections Ozl el o MaEL|Ct o &2 EHX|T}

ofx|etoz YAS M E= XA OpX|eto 2 AZNSH DS MENS=X| of £ 5 A XL Ct

O3 g sie X E 24 Mefjz Mgt 24 BX] X5 32 7|s2 24 £

OIAEIAO Cist A EFX|Qt SZsict= Mol Relslof guct 2 E8 QIAE AR} M2 E
gt= 3 E FE ofetE =edo| S HO|E

z|opst 32 9 EHX|7H ZZELICH v21.1 F ok of
=] 4

o
=)
(sn_vul_cmn_auto _close rule) & 12{5t0{ =& = ASLCl

X7 FA2 HAE & A0t oY BIX| EAS oAl E05HH BHX| o dEf HETO|ER
HetElct BX(ol she Fofet &= ofA| LlLct

feot BIX7F FAZ EAIE D Ao +HEC R SelEH EX|7L SEZE HetEdo dE=
VIT2EZ ELE U

sbey Bl B2k
£ 0|2 2 7= Ftd tiS8stz{H oM otz Y2 H|o[X|2f ool Aed Zhed
SUMHATIYAIL.

o e
28, N5 U Y A

oo .
ZEESI] Hofd & H JdE2 e My

OTVR(PA) CHA| 2 =of CHst XiMst LHE2 CI2 8 ZXSHAAIL. 29 7= oM g (PA)
Al E =

OT #|otM 918 2 A ZE )R

28 7= (OT) < 91 2 A E=0l= Fofd /e H=ol thist = 7H2| Hlo|=0] &£t =[0f
UEH Tt
o 2| 2H AIEE|of CHEE Ffd 9™ HIo|=

« ALO|ET} ek =|X| 2f2 OT &x[ofl of

Fetd 9" Hol=

ro

o LiofA HHE
o W aFol et

© 2025 ServiceNow, Inc. All rights reserved. 285
ServiceNow, ServiceNow 211, Now X 7|Et ServiceNow ¥A|= 0|= 3/E+= 7|EF =710l M ServiceNow, Inc.2| & & Y/EE= S5 4EUCH
7|Et AL X HE ol §2 0| U= e slAte] 4EY = AFLICH



G0l EZ}

to{ o

=
=

o

7

ol otzfel 7|52z o=

oo S5ol= AFE Jefo] o2l FAIELCH

[
T

—

—

of| 2|
=.
=2

—
—

W.

o LH O1]9| R?'g
o B
Ahd| 2 o

servicen

0

<0
ol
Kk

.{

E

20

P
t
]

(s}
I

ot o1&

|

—

=

==
—

.i

A
(=]

A4

S22

to{ &t

5

=2
=

Lot

F

S
=]

=
S
sn_otvr.remediation_owner

|ofd It olwE ALSsto] QIHIEZ|off A= OT &x|2] HellofollA

|ofd €71 ollwel ohs ’S At

=
= .

ES
H e
ES
=)
St CH7 |
o4 5},
o=

k=1

4104

-

t

5t7| Mo

0]
A Ol A
ﬁ.

EO

7t

=

ES

H| &
EAIX

o FAlE HIt
~

=

S
.

o

=
=

St

M0

286

=

|.

[<)
=

20|

7|Et = 7}ol|A ServiceNow, Inc.

L=

11/ eE

G ct.

=

=

Ho| AUs e At o

b

2

Z0lE52

2. 2| 22 5|o[X|
=)

© 2025 ServiceNow, Inc. All rights reserved.
ServiceNow, ServiceNow 211, Now % 7|E} Servic

7|EF B[AF S H|


https://www.webstg.servicenow.com/docs/access?context=vr-ws-IT-list-view&version=yokohama&pubname=yokohama-security-management&ft:locale=en-US
https://www.webstg.servicenow.com/docs/access?context=vr-ws-IT-list-view&version=yokohama&pubname=yokohama-security-management&ft:locale=en-US
https://www.webstg.servicenow.com/docs/access?context=vr-ws-IT-list-view&version=yokohama&pubname=yokohama-security-management&ft:locale=en-US
https://www.webstg.servicenow.com/docs/access?context=vr-ws-IT-list-view&version=yokohama&pubname=yokohama-security-management&ft:locale=en-US
https://www.webstg.servicenow.com/docs/access?context=vr-wkspace-overview-v16&version=yokohama&pubname=yokohama-security-management&ft:locale=en-US
https://www.webstg.servicenow.com/docs/access?context=vr-wkspace-overview-v16&version=yokohama&pubname=yokohama-security-management&ft:locale=en-US
https://www.webstg.servicenow.com/docs/access?context=vr-wkspace-overview-v16&version=yokohama&pubname=yokohama-security-management&ft:locale=en-US

servicenow.

servicenow Al

Favorites  History ~ Workspaces ~ Admin

(A % Terminal 1

Equipment model view for san Diego ~

G

 San Diego

Terminal 1 ©

v Airport

| Terminal 1 Details

Terminal 2
Vulnerable Items

Last refreshed 1m ago.
Number «
VIT0010001
B VIT0010232
VIT0010235
VIT0010236

VIT0010237

VIT0010238

Showing 1-20 of 41

o

mek
01 0%
(W)}
o 12
e =
[n e
rir ko
> o

Upstream Process

Industrial Workspace <

Downstream Process

2

Summary

[Claroty] Rockwell sending a CIP
connection request to an affected
device and upon successful
connection enables sending a new IP
configuration
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Catalog Builder v

Dashboard Catalog items Catalog item templates

Welcome to Catalog Builder!

o= Start creating your new catalog item

Create a new catalog item using one of our existing templates to make it available to users who search and browse the catalog. Create a new. catalog item

== Start creating your new template

Create a new catalog item template that users will be able to use as a foundation for their individual catalog items. Create a catalog tem template
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No Data is shown on the dashboard because the 'OT Devices Daily Data Collection' job has not been run yet. Run job now
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ZEE H8¢c = B o] 771l x| FAZ| 7|=0|
= YV & IndicatorSources [ Name - | bearch ¥ @ | Actions on selected rows... M m
Al > Application = Operational Technology Manager > Facts table = cmdb,_ci
[] O Name « Conditions Facts table Valid for frequency
» Benchmark: Inactive OT Devices OT device details is not empty .and. Mos... Configuration Item [cmdb_ci] Daily
> Benchmark: Industrial loT OT device details is not empty .and. OT ... Configuration Item [cmdb_ci] Daily
> Benchmark: New OT Devices Discovered OT device details is not empty .and. Fir... Configuration Item [cmdb_ci] Daily
» Benchmark: OT Computer and Servers OT device details is not empty .and. Sys... Configuration Item [cmdb_ci] Daily
» Benchmark: OT Devices OT device details is not empty .and. OT ... Configuration Item [cmdb_ci] Daily
> Benchmark: OT Network Gear OT device details is not empty and. OT ... Configuration Item [cmdb_ci] Daily
» Benchmark: Unmapped OT Devices OT device details is not empty and. Cre... Configuration Item [cmdb_ci] Daily
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« unifiedmap.map_search.max_nodes
« unifiedmap.map_search_filter.default_levels
« unifiedmap.map_search_filter.max_levels

« unifiedmap.map_search_filter.endpoint_deduplication_fields
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